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Spybuster Ransomware — 3TO OZIMH U3 CaMbIX OMAaCHbIX TUMOB
BPeOOHOCHbIX NporpaMM 4§ Balnx panioB, NOCKOJIbKY OH
lWwngpyeT nx, npexae 4em TpeboBaTb OT BacC BbIKyMn. OH 6nokupyeT
BalLUM hbansibl, @ TakKXe 3anpeLwaeT BaM OOCTYMN K HUM. Bce, 410
TpebyeTcsa ong Toro, 4Tobbl NOAO3pUTENIbHAA NporpamMmma
nponoJynKasaa PyHKLNOHNPOBATb, — 3TO 3aMJlaTUTb XakKepaMm 3a
O0CTyn K BawunM pansiam. 3TO TO, Yero Bbl TOYHO HE XOTUTE
nenaTb, TaK Kak BeCb CMbICJ1 aTakKn COCTOUT B TOM, YTODObI
BbIHYAUTb BacC 3anJaTUTb UM NOTEPATb A0CTYN K BalwnM daniam.
HeBO3MO>XXHO 3amlaTUTb XakepamMm, eCJ/in TOJIbKO Bbl HE MoTpaTuTe
MHOIr0O AeHer Ha NPoABUHYTbIe CcTpaTeruun, 4Tobbl NonbITaTbCH
BOCCTAHOBUTb OOCTYMN K CBOMM (hanniaM. B bonblUMHCTBE Cy4YaeB
XaKepbl He npeanaratloT cnocobbl pacwndpoBKKU hannos nocsne
TOro, Kak oHu ObIIM 3aWINgpPoBaHbI NPOrpaMMon-BbIMOraTesnieM
Spybuster. Ha camom pene, Bbl fa)ke He y3HaeTe, 4To (haibl Koraa-
nnbo 6binn 3aWwmndpoBaHbl 40 TOro, Kak ux notpebosanu
BbIMYCTUTb. XOTHA Takasd CUTyaLnsa KpanHe HenpusaTHa, C HeN BCe Xe
MO>XHO CNPaBUTbCA C MOMOLLbIO YAaNeHUsa NporpaMmM-BbiMOoraTesien-
LUNMNOHOB. BCe, 4TO HY>XHO 3TOMY MPUJIOXKEHWUIO OJ15 BbIMOJIHEHNSA
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cBoux (pyHKUMI, — 3TO wndgpoBaHue RSA nnn AES, koTopoe 6bisio
caenaHo ¢ pannamMmm xakepamu. lNMpunoxeHue He HyxaaeTcsa B .NET
Framework. Kak To/IbKO Ha BalleM KoMMbloTepe byaeT
yCTaHOBJIEHO CPeACTBO yaasieHUsa NporpaMmM-BbiMoraTesien
Spybuster, 3To Nnpuio>XeHne aBToOMaTU4YeCKN yaaanT BCe
nogospuTesbHble hansbl. YTO Takoe nporpamMma-BbiIMoraTesib-
WNMoH? Kak cnenyeTt U3 Ha3BaHUA, NporpaMmma-BbiMoraTesib
Spybuster HexxenaTenbHa Kak s nosib3oBaTtenen, Tak n ons
xakeposB. MNogo3spuTenbHasa NnporpamMmma Obisia BriepBble oOHapy>xeHa
B Poccuun, xoTs camo no cebe 370 He faeT NOJSIHOro npeacTaBaeHUs
00 ypoBHe yrpo3bl, KOTOPYO OHa nNpeacTasnsfeT ons
nosb3oBaTenen. Ewe oanH npuMedaTenbHbIn pakT 0 Spybuster
Ransomware 3ak/04aeTcs B TOM, YTO OH (pOKyCupyeTCs Ha
3aln@poBaHHbIX hannax, a He Ha Kakux-nnmbo gpyrux Tunax.
EonHcTBeHHasa npobsieMa 3ak/to4aeTcsd B TOM, 4TO OH HaLesleH Ha
dannbl noboro Tuna, BKAOYas pacwmpeHuns .txt n .docx. Mpoue
rosops, Spybuster Ransomware wngpyeT ntobon gpann n
npenocTaB/sigeT BaM LOCTYM K HEMY TOJIbKO MOCJ/ie ornJaThl.
MporpamMmma-BbiMOraTeNb-LWNMOH Ha camMoM gene bonee
pacnpocTpaHeHa, 4em gyMmaeT 60/bLLUNHCTBO I04en, a Takxe
ABNSAETCA OAHOMN N3 CaMbIX XXECTOKUX NporpamMm, C KOTOPbIMUA
NPUXoONTCA CTasnkmBaTbCAa. CKOopee BCero, 3To MOXXHO yBUOETb Ha
KOMMblOTEpPax, KoTopble KakuM-nmbo obpasom 6biau
cKkoMnpomMeTupoBaHbl. O6bIYHO Xakepbl 0OMaHOM 3aCTaBnSAOT
nosb30BaTesien 3arpy>XaTb U yCTaHaB/IMBaTb Kakoe-1nmbo
peknamMHoe 0, N Kak TOJIbKO OHN B COCTOSIHUW 3TO caesiaTb, UM
npenocTaB/iIAeTCA BO3MOXKHOCTb YCTAHOBUTbL MporpaMmmy-
BbIMOraTesib. B 60nbLINHCTBE C/ly4aeB BeECbMa BEPOATHO, YTO
NnoJsib30BaTesib COrJlallaeTCs Ha TakKoe npeasioxxeHue n B ntore
yCTaHaB/IMBaET NMoTeHUMasIbHO ONacHYO NporpamMmy.
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Spybuster Ransomware Removal — 3To npocToe B NCN0J1b30BaHUU
NPUIOXEeHNe, KOTOPOEe Bbl MOXKETEe CKadyaTb C 3TOro canTa. Bbl
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MO>KeTe CKayaTb CpenCTBO yaaleHNs rnporpamMmM-BbiMoraTenemn
Spybuster. 4. CépocbTe naposb Bawero poytepa Kak TONbKO
HaCTPOWKWM BalWlero MapLipyTusaTopa CTaHyT OOCTYMNHbIMU, Bbl
MoXXeTe cbpocnTb Naposb CBOEro MapLlpyTusaTopa, Bbibpas [Balwa
ceTb]> [CoxpaHeHHas KOHpurypauumsal]> [MIMa mapwipyTtunsaTtopal.
Moi poyTep TpebyeT HOBbIV Naposb A/ BOCCTAaHOB/IEHMUS. 5.
CbpocbTe HacTponKn MmapLipyTmsatopa. OTKponTe HAaCTPONKM
poyTepa. Ecnm oH 3awmuieH naposieM, BaM notpebyeTtca cbpocuTb
NapoJsib MapLlipyTusaTopa. Bel MoxxeTe cbpocuTb ero, cnenys
NHCTPYKLUMAM Ha 3a4Hen naHesm caMmoro MmapLipytmsaTtopa uam
BbIMOJIHUB NMOUCK NMHCTPYKUMN B IHTepHeTe nam B pyKOBOACTBE K
MaplipyTm3aTopy. MapwpyTusaTop 3anpawmBaeT cbpoc napons 6.
BbIK110UYNTb BbIKIOYNTE BCE CBOU KOMMbIOTEPLI U/UIN YCTPOUCTBA.
Tenepb MOXXHO 6e30MacHO yaaanTb NporpamMmy-BbiMoraTens. 7.
BoccTaHoBIeHME U3 pe3epBHON KOMNUN DTOT MeTOA BOCCTaHOBJ/IEHUS
He BCcerpa Mo)eT OblTb BapuMaHTOM. ECim Bbl HE MOXXeTe NOoNY4YnUTb
OOCTYM K CBOEWN pe3epBHOW KOMUWN, BaM HY>XHO ByaeT nponTu
npouecc BocctaHoBneHus live CD. bpangmayasp uns Live CD Recovery
8. BoccTaHoBNeHMe faHHbIX ECnn Bbl nCcnosb3oBanu npenbigyuive
ABa MeToda, BbiNoJHUTE cnegylowme gencrteus. He 3abygbte
COXPaHUTb BCE LlaHHble B pe3epBHON KOMUK, 4TOObI MMEeTb AOCTYN K
HUM B Cny4ae HeobxoammMocTu. MeTon aBTOHOMHOIO
BOCCTAHOBJIEHMSA OaHHbIX BOCCTAaHOBUT BalUW JaHHble N3 pe3epBHOWN
KOMWUW, HO €C/IN Bbl HE CAeNasiv Pe3epPBHYI0 KOMMID CBOUX OAAaHHbIX
00 UX NoTepu, TO 3TO MOXXeT OblTb He BapunaHT. BOT HECKOJIbKO
BeLlen, KOTopble HY>XHO npoBepuThb: N'yrn Auck OonH ouck
Oponbokc OanH M3 cnocoboB BOCCTAaHOBUTb 3TU aHHble —
ncnonb3oBaTb 6ecnnaTHyto nporpammy Data Recovery Tool. Bac
CMPOCAT, XOTUTE SN Bbl 3aNyCTUTb NporpamMmy. Ecnm Bbl 3T0
coenaeTe, HaXXmMuTe «[la». 3aTeM nporpaMmma Ha4yHeT nporecc
NoOVCKa N BOCCTAHOBJIEHUA NOTEPSAHHbIX (hannos. OnucaHue
MHCTPYMEHTa BOCCTaHOBNIeHUA AaHHbIX: Data Recovery Tool — 310
becnnaTHoOE M NPOCTOE B UCMNOJIb30BaHUW MPOrpaMMHoe
obecnevyeHue 019 BOCCTAHOBNEHUA AaHHbIX C Ballero HaCTOJIbHOIro
KoMMbloTepa N HOyTOyKa. 3TO OAMH U3 CaMbIX NMpodeccnoHanbHbIX
N MOLLHbIX UHCTPYMEHTOB OJ151 BOCCTAaHOBNIEHUSA AaHHbIX Windows.
OH MOXXeT CKaHupoBaTb, BOCCTaHaBAMBaTb, UOEHTUPULNPOBATL U
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npocMaTpmeaTb anbl.4YTobbl NpOTECTUPOBATL 3TO NPOrpamMMHOE
obecneyeHue, cHavana 3arpysute Data Recovery Tool n
becnnaTHyto aemo-sepcuto. OH HanaeT Bce hansibl, KOTOPbIE MOXKHO
BOCCTAHOBUTb, N COCTABUT CNMNCOK As18 NnpocMoTpa. Koraa Bbl
3aKOH4YUTe, HaXXMuTe «lepenTun K gemMo-Bepcum». YntaTb NOJIHbIN
0630p: 0630p cpeancTBa BOCCTAaHOBNIEHUSA OAaHHbIX 9.
BoccTaHoBieHue channos Ecnin y BaCc HET pe3epBHOW KOMUW U Bbl
He MoXKeTe HauTu ee, To 1709e42c4c
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910 6ba3oBoe npunoxxeHne. OH HanncaH Ha Visual Basic. Y Hero ecTb
TOJIbKO OHa KHOMKa, KOTopas NOMOXET yaasanTb NporpamMmy-
BbIMOraTesib. Y Hero ueHHukK 40 ponnapos. PentuhHr: 4/5 (1 ronoc)
Mo>xanyncta, NpPorosoCcymnTe TONbKO 0AnH pa3. B: wabnoH
npoekTupoBaHua penosutopuda B ASP.NET Y meHa cTpaHHasa
npobsiema, KOTOPYIO A, KaXXeTCs, He MOry peLllnTb, HECMOTPSA Ha TO,
4YTO UCKan peweHnsa B IHTepHeTe. A pa3pabaTbiBato NpUIoXKeHNEe
ASP.NET c ncnono3osaHmem DataSets, n y meHs eCcTb Knacc
«[Mogpsanymk» ¢ 4 cTpokoBbiMn ceoncTBamu: FullName, Title,
FirstName, LastName. 3aTeM y MeHA eCTb knacc Repository,
oTBeYaloLWnMn 3a NnpegoctaBneHne konnekyumm Contrctors n 3a
KawunpoBaHue cnnckos Contrctors. 4 Ha3Ban ero
«ContractorsCache». Tenepb npobsema BO3HMKAET, KOrga MHe
HY>XHO COXpaHUTb Konnekuunto Contrctors B 6a3e gaHHbIX. 4
ncnonb3yto 6asy gaHHbIX SQL Server, Nno3ToMy s co34ato
OTHOWeHNA 06BEKTOB C NOMOLLbIO cneytouero wabnoHa T4:
Ny6An4HbIM NoaPAAYMK YacTuYHoro knacca { [System.Diagnostics.C
odeAnalysis.SuppressMessage("Microsoft.Usage",
"CA2214:DoNotCallOverridableMethodsInConstructors")]
rocynapcTtBeHHbin noapsanyunk() { this.Contractors = HOBbIN
HashSet(); } [System.Diagnostics.CodeAnalysis.SuppressMessage("
Microsoft.Usage", "CA2227:CollectionPropertiesShouldBeReadOnly")]
obwepnocTynHble BupTyanbHble ICollection Contractors { get;
ycTaHoBseH; } } Korga g npoekTupoBa KJsacc penosntopus, s
MOHSAJ, YTO €C/IN S XO4Y COXPaHUTb KONEKLUNIO NMogPSAAYNKOB B
ba3e faHHbIX, MHe NOHaAobnTCa CNMCOK B MOEM KJlacce
peno3ntopus, 4Tobbl 1 Mor Bbi3BaTb MeTo Add() n cCoXxpaHUTb BCe
noapagYnkn B COopHUK cpa3sy. ng meHs 31o 6b1a10 66l Nnpobnemon,
TaK KaK CMUCOK — 3TO AMHaMU4YecKasa Konnekuuns, a 'y nogpan4ynkon
MoXXeT bbITb 0, 1, 2 nnu 3 CBOMNCTBA, XPaHUTb KOTopble B ba3e
OaHHbIX HE UMeeT CMbIcsa. Kak sly4ylle BCcero 3To caenaTb U Nnovyemy
lWabnoH NPOEeKTNPOBaHUA PENO3UTOPUS, KOTOPbIN CHNTAETCSA
«ydwunm» cnocobom genaTb 4TO-To B npunoxeHmsax .NET,
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HaCTOJIbKO Heyno6eH B

What's New In?

* SpyBuster Ransomware Removal — oTnn4yHada nporpamma, *
pacwmngpyeT BCe Bawn annbl, 3awmgposaHHble RSA n AES *
4ype3Bbl4aMHO NMPOCT B UCMNOJIb30BaHUN U HaMHOro BbICTpee, YeM
CJ/I0OXKHble * [ToKa)keT BCe 3almngpoBaHHbIe (hansibl B BalLen
cucteMe * NpoCKaHUpyeT XXEeCTKUN OUCK U paclngpyeT ux Bce * oH
yOoanuT TONIbKO NporpaMmMy-BbiMoraTesib SpyBuster, HO He Bawwn
JaHHble * BCe gefnlaeTcs B 3 NPOCTbIX Wara Spybuster — mowHasa v
npocTas B UCMOJsIb30BaHMM nporpaMmma. OH byaeT HopMasibHO
paboTaTb Ha cMcTeMax C onepaunmoHHon cuctemon Windows 7,
Vista, 2008, 2000 nnun XP. Lenbto Spybuster anaeTcsa yoaneHume
LLUMPOKOro CreKkTpa BpeaoHOCHbIX MpPOorpamMMm, KoTopble bbiin
nobasneHbl Ha Ball KoMnbloTep 6e3 Bawero cornacusa. 3atem 3To
MOMOXXeT BaM yaasiuTb 3Ty NporpamMmy-BbiMoratesib naun, no
KpanHen Mepe, BOCCTAaHOBUTL NMoTepsiHHble hannbl. Spybuster —
3T0 ahphbekTMBHAA, BbicTpaa n 6becnnaTHasa NnporpaMmMa, KoTopas
MOMOXXeT BaM y4aJinTb BCe Hafgoea/IMBble NPOorpaMmbl-BbiMOraTesnu,
KOTOpble LOCTaBJAT BaM HENMPUATHOCTU. 10 HaweMmy onbITy,
Spybuster okaszancsa oTJIMYHbIM NHCTPYMEHTOM ANA
BOCCTAHOBJIEHUSA 3aLlUnU(pPOBaHHLIX hansoB, Tak 4To nonpobynte
ero. 2To becnnaTHO N fIerko ncnosnb3oBaTb. Spybuster 6biCcTpO
yOoanuT BpefoHOCHbIe NPorpamMMbl, KOTOPbIe, KaK Mbl 3HaeM,
MPUYNHAIOT Bpen, a 3aTeM yaasiuT BCe BUPYCbl, TPOSIHbI, YepBU U
lnmnoHckoe MO, KoTopble MOrJiv NOCENNTLCS B Ballen cucTeMme.
3aTeM Spybuster npockaHUpyeT Ball XXeCTKUN ANCK N Han4eT Bce
Ba)KHble JaHHble, XpaHALLMeCca Ha BalleM KOMMbloTepe. YTo Takoe
yhaneHue nporpamMmm-sbiMoraTtesnen SpyBuster? 3Ta BpeaoHOCHas
nporpamMmma npencraBnseT cobon BUpyC-BbIMOraTesib, KOTOPbIN
NCNosib3yeTcsd, 4ToObl NONPOCUTL BacC 3anJaTUTb BbIKYM 3a
npuBUIernsa pacwmngpoBky Bawmnx Gansios. 9TO OTHassHHaAsA Mepa Co
CTOPOHbI KNbepnpecTynHMKOB, MOTOMY 4TO, B OTJIM4ME OT
60/IbLWINHCTBA WNNOHCKNX MPOrpamMmm, Bpe4oHOCHbIE MPOrpaMMbl-
BbIMOraTesnnm — eaAnHCTBEHHbIN cnocob 3apaboTaTb MHOro geHer!
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MporpamMma-BbIMOraTeslb — HOBeNLWUin crnocob KnbepnpecTynHUKoOB
bbIcTpo 3apaboTaTb AeHbrun. LLndpysa Bawun gansbl, OHN genatT
TakK, 4TO Bbl HE MOXXETe MNOoJIYy4UTb K HUM O0CTYyn 6e3 «knyen», K
KOTOPbIM Y HUX €CTb A0CTYrM. 3aTeM oHU TpebytoT BbliKyn, 4TObbI
paclwmngpoBaTh Bawn Ganbl, 3TO MOXXeT BbiTb MO0 OHNaNH, 1Mbo
B BUJeE 3JIeKTPOHHOro nucbmMa. HecMoTps Ha TO, 4TO 3TO MPOCTO
BUPYC-BbIMOraTe b, OH BCe XKe MOXXeT HaHecTu 6onbwon yuiep6.0H
MO>XeT YKpPacCTb Ba)KHble faHHble, Balln JINYHble pafibl, Bally
MHGOopMaLKnto o 6€30NacHOCTU UM LaHHble Ballen KpeguTHOW
KapThbl, U 3TO JINb HEKOTOpPbIE U3 HNUX. OH TakXe He
orpaHu4nBaeTCA TOJIbKO onepaunoHHbIMKU cuctemamm Windows, oH
Tak>Xe BCTpe4vaeTcsa Ha KoMmnbtloTepax Mac u Linux. CuctemMmHble
TpeboBaHuA onga ynaneHna SpyBuster Ransomware: YoaneHune
nporpaMmMm-BbIMoraTesien SpyBuster
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System Requirements:

MuHumyMm: OC: Windows XP, Windows Vista, Windows 7, Windows 8
Mpoueccop: Intel Core 2 Duo, AMD Athlon 64 X2 / AMD Athlon X2
MamaTe: 2 'b O3Y Npadmka: coemectumas NVIDIA GeForce 7800
nnn AMD Radeon X850 unu Bbiwe DirectX: Bepcusa 9.0c CeTb:
LUMPOKOMNOJIOCHOEe noagknyeHne K NHTepHeTy MeCTo Ha XXeCTKOM
ancke: 2 'b ceobogHoro mecta PekomeHayemblie: OC: Windows 8
Mpoueccop: Intel Core 2 Quad, AMD FX 6100
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